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The digital transformation in India has created a complex intersection between 
constitutional guarantees of free speech under Article 19(1)(a) and the rapidly evolving 
landscape of digital platforms, generating tensions among individual expression, state 
regulation, and platform governance. The synthesized literature reveals a contested 

landscape where legal scholarship predominantly frames digital speech through 
constitutional doctrines of reasonable restrictions, while social science research 
emphasizes the lived experiences of users facing disproportionate censorship. A significant 
body of work documents how regulatory interventions-including the Information 
Technology Rules of 2021-frequently generate overbroad blocking orders, chilling effects, 

and opaque content moderation practices that paradoxically undermine democratic 
processes. The evidence consistently demonstrates that algorithmic governance and 
platform policies can inadvertently reproduce structural inequalities. We conclude that 
freedom of speech in Indian digital media is a dynamic terrain shaped by the interplay of 
legal frameworks, platform architectures, state power, and user agency, and we identify 

substantial gaps in empirical research on user perceptions, self-regulatory mechanisms, and 
long-term democratic implications that require interdisciplinary investigation. 
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INTRODUCTION 
The advent of digital media has fundamentally reconfigured the public sphere in India, creating an unprecedented arena for 

the exercise of free speech. The Indian Constitution, under Article 19(1)(a), guarantees all citizens the right to freedom of 

speech and expression, a cornerstone of its democratic framework. This constitutional promise, however, is not absolute 

and is subject to "reasonable restrictions" under Article 19(2) for reasons of sovereignty, security, public order, decency, 

and morality [1]. The digital age has introduced a new layer of complexity to this long-standing legal and philosophical 

tension. The proliferation of social media platforms, messaging applications, and online news portals has democratized 

content creation and dissemination, enabling voices that were previously marginalized to participate in national discourse. 

Simultaneously, this digital expansion has presented formidable challenges, including the spread of misinformation, hate 

speech, and the use of digital tools for inciting violence, prompting both state and platform-led interventions that often clash 

with the fundamental right to free expression [2]. 

The background of this research is rooted in the rapid and transformative digital revolution in India. With over 800 million 

internet users, India constitutes one of the largest and most diverse digital populations in the world. This digital ecosystem 

is not a monolithic entity but a complex tapestry of languages, cultures, and socio-economic strata, each interacting with 

digital media in distinct ways. The state's response to this digital expansion has been multifaceted, ranging from the 

enactment of the Information Technology Act of 2000 to the more recent and controversial Information Technology 

(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 [3]. These legal instruments attempt to regulate online 

content, establish intermediary liability, and create a framework for digital governance. However, their implementation has 

been fraught with controversy, with critics arguing that they grant the government expansive powers to censor speech, 

bypass judicial oversight, and create a chilling effect on legitimate expression [4]. The judicial branch, particularly the 

Supreme Court of India, has played a pivotal role in interpreting the scope of Article 19(1)(a) in the digital context, often 
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balancing the need for regulation against the fundamental right to free speech in landmark cases such as Shreya Singhal v. 

Union of India [5]. 

Furthermore, the role of digital platforms themselves as private governors of speech has become a central point of 

contention. These platforms, operating under their own terms of service and community guidelines, employ algorithmic 

content moderation systems that can remove, demonetize, or shadow-ban content without transparent processes or 

avenues for appeal [6]. This private governance, often opaque and inconsistent, can disproportionately affect marginalized 

communities, including religious minorities, political dissidents, and women, who may find their speech silenced not by the 

state but by the invisible hand of algorithmic enforcement [7]. The interplay between state regulation, platform governance, 

and constitutional protections creates a tripartite tension that defines the contemporary landscape of free speech in India. 

This tension is further exacerbated by the use of digital media for political mobilization, where the line between legitimate 

political speech and harmful disinformation becomes blurred, leading to calls for both more and less regulation [8]. 

Despite the growing body of literature on this topic, significant research gaps persist. Much of the existing scholarship is 

fragmented across legal, sociological, and technological disciplines, lacking a cohesive synthesis that maps the entire 

landscape. There is a notable dearth of systematic reviews that integrate findings from legal analysis of court judgments, 

empirical studies on user experiences, and critical examinations of platform policies. Specifically, the literature often fails to 

connect the macro-level legal and policy frameworks with the micro-level lived realities of users, particularly those from 

vulnerable communities. The long-term democratic implications of current regulatory and governance trends remain under-

theorized, and there is insufficient empirical evidence on how users perceive and navigate the complex web of restrictions 

they face online. Furthermore, the effectiveness and legitimacy of self-regulatory mechanisms proposed by the state and 

platforms are rarely subjected to rigorous, systematic evaluation. This fragmented and incomplete understanding hinders 

the development of evidence-based policy and the protection of fundamental rights in the digital sphere. 

 

CONSTITUTIONAL AND LEGAL FRAMEWORKS: THE DOCTRINAL BEDROCK OF DIGITAL SPEECH 

REGULATION 

The constitutional and legal frameworks governing freedom of speech in Indian digital media represent a complex and often 

contested doctrinal terrain. The Indian Constitution, through Article 19(1)(a), guarantees the right to freedom of speech 

and expression, while Article 19(2) permits the state to impose "reasonable restrictions" on this right in the interests of the 

sovereignty and integrity of India, the security of the State, friendly relations with foreign States, public order, decency or 

morality, or in relation to contempt of court, defamation, or incitement to an offence. This constitutional architecture, 

originally designed for an analog era, now serves as the foundational legal framework for adjudicating digital speech disputes. 

The included studies consistently demonstrate that the application of these constitutional provisions to the digital domain 

generates significant interpretive tensions, as the state's regulatory ambitions often collide with the expansive and 

decentralized nature of online communication [9]. 

The statutory implementation of these constitutional principles has been primarily through the Information Technology Act, 

2000, and its subsequent amendments, particularly the Information Technology (Intermediary Guidelines and Digital Media 

Ethics Code) Rules, 2021. Several studies analyze these instruments in depth, revealing a regulatory landscape characterized 

by overbreadth, ambiguity, and potential for abuse. Abbas [10] provides a comprehensive historical and legal analysis of the 

digital expression environment in India, tracing the evolution from traditional media to digital platforms and highlighting the 

persistent problems of legal ambiguity, content moderation, and intermediary liability. The study argues that the legal 

framework governing digital expression is marked by a fundamental tension between the constitutional promise of free 

speech and the state's desire to assert control over the digital public sphere. Atrey et al. [7] focuses on how these legal 

frameworks intersect with the constitutional guarantees of equality and dignity under Articles 14, 15, and 21, demonstrating 

that the IT Act and the 2021 Intermediary Guidelines contain provisions that are overbroad, delegate censorship to private 

intermediaries, and lack transparency. The study evaluates key judicial decisions such as Shreya Singhal v. Union of India, 

Anuradha Bhasin v. Union of India, and Kaushal Kishor v. Union of India, concluding that the proportionality and procedural 

safeguards required by the Constitution are often absent in the implementation of these laws. Jegannath [11] extends this 

analysis to the electoral domain, examining how the constitutional ethos of justice, liberty, equality, and fraternity is 

challenged by digital communication, algorithmic influence, and artificial intelligence. The study draws on landmark Supreme 
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Court judgments including Indira Nehru Gandhi v. Raj Narain, K.S. Puttaswamy v. Union of India, and Shreya Singhal v. 

Union of India to argue that misinformation, deepfakes, micro-targeted political advertising, and algorithmic bias undermine 

informed consent, distort political competition, and erode public trust, thereby threatening the constitutional promise of 

free and fair elections as part of the basic structure of the Constitution. 

The constitutional tension between free speech and the regulation of harmful content is most acutely visible in the context 

of hate speech and fake news. Gandhi [14] conducts a doctrinal study of the constitutional framework governing hate 

speech regulation, grounding its analysis in Article 19(1)(a) read with Article 19(2), and situating speech regulation within 

the equality and dignity mandates of Articles 14, 15, and 21. The study examines the recent statutory developments 

introduced through the Bharatiya Nyaya Sanhita, 2023, particularly provisions addressing acts endangering national 

integration, promoting enmity between groups, and statements conducive to public mischief. It also evaluates the regulation 

of digital dissemination of hate speech under the Information Technology Act, 2000, read with intermediary due diligence 

obligations under contemporary Information Technology Rules. The study concludes that while constitutional democracies 

must preserve robust speech protections, the recent statutory reforms necessitate careful judicial scrutiny to ensure 

proportional regulation consistent with constitutional morality and democratic freedoms. Khan [15] provides a critical 

examination of India's statutory and regulatory interventions against "fake news," particularly the IT Act, 2000, the IT Rules, 

2021, and allied criminal provisions. Anchored in the guarantees of freedom of speech and expression (Article 19(1)(a)), 

privacy (Article 21), and the implicit right to know, the analysis engages with the proportionality doctrine as developed in 

Modern Dental College v. State of Madhya Pradesh, Shreya Singhal v. Union of India, and Puttaswamy v. Union of India. The 

study reveals a paradox: interventions intended to protect democratic order often generate overbroad and arbitrary 

restrictions, with instances of Section 66A's misuse even after being struck down, opaque blocking orders, and government-

controlled fact-checking bodies that chill speech, erode privacy, and narrow public access to contested information. Sharma 

& Kumar [17] similarly examines the gap between the legal framework for hate speech regulations and its actual application, 

focusing on the challenges of vague legal definitions, misuse of laws for political purposes, selective enforcement, and the 

growing influence of social media platforms. The study argues that effective enforcement requires not only strong laws but 

also accountable institutions, clear guidelines, and coordinated efforts among the legislature, executive, and judiciary. 

The international human rights law dimension of India's constitutional and legal frameworks is explored by Prakash [16], 

which examines the provision for Internet blocking and shutdowns in Indian law and compares it with international human 

rights law (IHRL). The study finds that IHRL potentially offers a useful lens through which to view these actions, that IHRL is 

widely accepted by the Indian state including the judiciary, and that IHRL provides a useful complement to constitutional 

analysis. However, the study also finds that Indian laws and practices around Internet shutdowns and online content 

blocking fall short of IHRL in significant ways, including when it comes to the principles of legality, legitimate aims, necessity, 

proportionality, transparency, and remedies for violation of rights. The study offers suggestions on how to improve the laws 

and practices in each of these areas to comply with India's IHRL obligations. Srivastava & Shrivastava [18] analyzes the 

constitutional aspects of freedom of expression under the Constitution of India, 1949, in the context of Over-the-Top 

(OTT) platforms, exploring the potential of the Information Technology (Intermediary Guidelines and Digital Media Ethics 

Code) Rules, 2021, and the implications of the concept of self-regulation. The findings show that the co-regulatory 

framework in India is an attempt to balance creativity and public interest through content classification, grievance 

mechanisms, and platform accountability, but problems like lack of clarity in regulations, uneven application of self-

regulation, and doubts about indirect self-censorship persist in undermining the existing system's effectiveness. Wadhwa 

[19] explores the standoff between the Indian state and social media platforms such as Twitter and Telegram on the 

grounds of privacy, online censorship, and copyright infringement, examining the triadic relationship between the individual 

user, the social media platform, and the state through the lens of content-blocking orders and privacy cases. Chakraborty 

[12] examines the complex legal framework governing digital platforms under the IT Rules, 2021, analyzing their 

constitutional validity and practical implementation through comprehensive examination of recent judicial decisions, 

including the Bombay High Court's landmark ruling striking down the Fact Check Unit provisions. The study reveals critical 

tensions between state authority to regulate digital spaces and constitutional protections for free speech, particularly in the 

context of algorithmic content moderation and government oversight mechanisms. Demir [13] provides a comparative 
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analysis of internet security and freedom of expression in Turkey and India, examining the legal frameworks in both 

countries including Law No. 7253 in Turkey and the IT Act in India. 

Table 01: Summary of Constitutional and Legal Frameworks Analyzed in Included Studies 

Study ID 
Constitutional Provisions 

Examined 
Key Legal Instruments 

Analyzed 

Core Tension or 
Regulatory Mechanism 

Evaluated 

Abbas [10] 
Constitutional protections 

governing digital expression in 
India 

Laws governing digital 
expression in India 

Legal ambiguity, content 
moderation, and 

intermediary liability 

Srivastava & 
Shrivastava [18] 

Freedom of expression under 
the Constitution of India, 1949 

IT Rules, 2021 

Co-regulatory framework, 
balancing creativity and 
public interest on OTT 

platforms 

Wadhwa [19] 
Constitutional rights of users, 

state sovereignty 
Court verdicts, IT Act 

provisions 

Content-blocking orders 
and state-platform 

showdowns (Twitter, 
Telegram) 

Atrey et al. [7] Articles 14, 15, 19(1)(a), and 21 
IT Act, 2000 and 2021 

Intermediary Guidelines 

Algorithmic moderation 
and impact on feminist 
and LGBTQIA+ voices 

Jegannath [11] 
Electoral democracy, equality, 

liberty, basic structure 
Electoral laws, constitutional 

doctrines 

Algorithmic influence, 
deepfakes, micro-

targeting, voter autonomy 

Chakraborty [12] 
Articles 19 and 21 of the Indian 

Constitution 
IT Rules, 2021 

Intermediary liability 
regulations, algorithmic 

moderation, Fact Check 
Unit ruling 

Demir [13] 
Freedom of expression vs 

security 
Law No. 7253 (Turkey) and IT 

Act (India) 

Internet security versus 

free speech, state 
surveillance, and 

censorship 

Gandhi [14] 
Article 19(1)(a), 19(2), 14, 15, 

21; ICCPR Art. 19(3) 
Bharatiya Nyaya Sanhita, 2023; 
BNSS, 2023; BSA, 2023; IT Act 

Hate speech regulation vs 
free speech, public order, 

and dignity 

Khan [15] 
Article 19(1)(a), Article 21, right 

to know 
IT Act, 2000, IT Rules, 2021, 

allied criminal provisions 

Misuse of fake news 
regulations, Sec 66A 
recurrence, opaque 

blocking orders 

Prakash [16] 
Constitutional rights vs 

international law 
Indian law on Internet blocking, 

IHRL standards 

Discrepancies in 
proportionality and 
legality of Internet 

shutdowns 

 

PLATFORM GOVERNANCE AND INTERMEDIARY LIABILITY: THE CONTESTED TERRAIN OF 

PRIVATE CONTENT MODERATION 

The regulation of digital platforms through intermediary liability frameworks constitutes one of the most dynamic and 

contested dimensions of the freedom of speech landscape in India. The included studies reveal that platform governance in 

India operates within a tripartite tension between the state's regulatory ambition, the platforms' private governance 

mechanisms, and the constitutional rights of users. The Information Technology (Intermediary Guidelines and Digital Media 

Ethics Code) Rules, 2021, serve as the primary regulatory instrument governing this space, imposing a range of due 

diligence obligations on intermediaries, including the requirement to appoint grievance officers, publish periodic compliance 

reports, and deploy technology-based automated tools for content moderation. We find that the evidence base consistently 
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demonstrates that these regulatory mechanisms generate significant constitutional tensions, often producing outcomes that 

are at odds with the protection of fundamental rights. 

The included studies critically interrogate the nature and implications of the co-regulatory model established by the IT 

Rules, 2021. Srivastava & Shrivastava [18] provides a doctrinal analysis of the self-regulatory and co-regulatory mechanisms 

for OTT platforms, revealing that while the framework attempts to balance creativity and public interest through content 

classification, grievance mechanisms, and platform accountability, its effectiveness is undermined by a lack of clarity in 

regulations, uneven application of self-regulation, and doubts about indirect self-censorship. The study suggests that the 

deployment of a transparent, balanced, and adaptive regulatory framework is crucial to safeguard constitutional rights and 

ensure responsible digital content governance. Chakraborty [12] examines the constitutional validity and practical 

implementation of the IT Rules, 2021, analyzing the critical tensions between state authority to regulate digital spaces and 

constitutional protections for free speech, particularly in the context of algorithmic content moderation and government 

oversight mechanisms. The study highlights the Bombay High Court's landmark ruling striking down the Fact Check Unit 

provisions as a significant judicial intervention that underscores the constitutional limits of platform regulation. Wadhwa 

[19] explores the standoff between the Indian state and social media platforms such as Twitter and Telegram through the 

lens of content-blocking orders and privacy cases, examining the triadic relationship between the individual user, the social 

media platform, and the state. The study reveals how the proliferation of content-blocking orders and the state's attempts 

to achieve digital sovereignty create a complex dynamic where the rights of the user, who ultimately faces the brunt of the 

showdown between the state and the corporation, are often compromised. 

The role of algorithmic content moderation in shaping the digital speech environment emerges as a central concern across 

the included studies. Atrey et al. [7] demonstrates that algorithmic moderation and platform governance can 

disproportionately restrict gendered expression and reproduce structural inequalities, particularly affecting feminist and 

LGBTQIA+ voices. The study argues that the concerns of overbreadth, delegated censorship, and lack of transparency that 

characterize state regulation are also manifest in platform governance, creating a system where both state and private 

actors can silence speech without adequate procedural safeguards. Abbas [10] similarly highlights the ongoing problems 

related to content moderation and intermediary liability, noting that the legal ambiguity surrounding these issues creates a 

chilling effect on legitimate expression. Khan [15] extends this analysis to the context of fake news regulation, finding that 

the Information Technology Act, 2000, the IT Rules, 2021, and allied criminal provisions generate overbroad and arbitrary 

restrictions, with instances of opaque blocking orders and government-controlled fact-checking bodies that chill speech, 

erode privacy, and narrow public access to contested information. The study recommends embedding judicial oversight in 

content takedown processes, mandating transparency and accountability in platform governance, and aligning domestic law 

with international human rights standards. 

The comparative dimension of platform governance is explored by several studies, revealing the extent to which India's 

regulatory approach diverges from international human rights standards. Prakash [16] provides a systematic analysis of 

Internet blocking and shutdowns in India, finding that Indian laws and practices around these mechanisms fall short of 

international human rights law in significant ways, particularly regarding the principles of legality, legitimate aims, necessity, 

proportionality, transparency, and remedies for violation of rights. Demir [13] offers a comparative analysis of internet 

security and freedom of expression in Turkey and India, examining the legal frameworks in both countries and the ethical 

issues of censorship and individual rights. The study underscores how the regulatory approaches in both countries reflect a 

broader tension between state security imperatives and the protection of fundamental freedoms. Gandhi [14] examines the 

regulation of digital dissemination of hate speech under the Information Technology Act, 2000, read with intermediary due 

diligence obligations under contemporary Information Technology Rules, concluding that the recent statutory reforms 

necessitate careful judicial scrutiny to ensure proportional regulation consistent with constitutional morality and democratic 

freedoms. Sharma & Kumar [17] similarly examines the gap between the legal framework for hate speech regulations and its 

actual application, finding that the growing influence of social media platforms exacerbates the challenges of vague legal 

definitions, misuse of laws for political purposes, and selective enforcement. 
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Table 02: Summary of Platform Governance and Intermediary Liability Mechanisms in the Included Studies 

Study ID 
Regulatory Mechanism 

Examined 
Platform Type Studied 

Core Concern and 

Recommendation 

Abbas [10] 
Content moderation, 

intermediary liability 

Internet, social media, 

online platforms 

Legal ambiguity and 

intermediary liability create 

chilling effects on speech. 

Srivastava & 

Shrivastava [18] 

IT Rules, 2021; self-regulation; 

co-regulatory framework 

OTT platforms, Instagram, 

TikTok 

Lack of regulatory clarity leads 

to indirect self-censorship; 

transparent framework needed. 

Wadhwa [19] Content-blocking orders Twitter, Telegram 

Standoff between state and 

platforms compromises user 

digital rights. 

Atrey et al. [7] 
Algorithmic moderation and 

platform governance 
Social media platforms 

Disproportionately restricts 

feminist/LGBTQIA+ voices; 

procedural safeguards needed. 

Chakraborty [12] 
IT Rules, 2021, algorithmic 

content moderation 
Digital media platforms 

Fact Check Unit striking down 

illustrates constitutional limits 

of platform regulation. 

Demir [13] 
Digital content regulation, state 

surveillance 
Internet platforms 

Tension between cybersecurity 

mandates and free expression 

rights. 

Gandhi [14] 
Hate speech regulation and 

intermediary due diligence 
Social media platforms 

Recent statutory reforms 

require judicial scrutiny to 

protect constitutional morality. 

Khan [15] 
IT Rules, 2021, fact-checking 

bodies, Sec 66A 
Social media companies 

Overbroad restrictions; 

recommends embedding judicial 

oversight in takedown 

processes. 

Prakash [16] 
Internet blocking and content 

shutdowns 
Internet platforms 

Shutdown practices fall short of 

international legality and 

proportionality standards. 

 

The synthesis of the included studies reveals a complex and contested landscape where the constitutional promise of free 

speech under Article 19(1)(a) is continuously negotiated against the backdrop of state regulation, platform governance, and 

the lived experiences of diverse user communities. Taken together, the evidence consistently demonstrates that the 

regulatory architecture governing digital speech in India is characterized by a fundamental tension between the state's 

legitimate interest in maintaining public order and the protection of fundamental rights, a tension that is exacerbated by the 

opacity, overbreadth, and lack of proportionality that pervade both statutory frameworks and platform policies. The 

findings from this review collectively suggest that the current trajectory of digital speech regulation in India, while ostensibly 

aimed at curbing harmful content such as hate speech and disinformation, paradoxically generates outcomes that can 

undermine the very democratic processes they seek to protect. 

A key pattern that emerges across the studies is the consistent finding that legal and regulatory interventions, from the 

Information Technology Act of 2000 to the Information Technology Rules of 2021, frequently produce overbroad and 

arbitrary restrictions on speech. This is not merely a matter of isolated instances of overreach but rather a systemic feature 

of the regulatory framework, as multiple studies document how provisions intended to target specific harms are applied in 

ways that chill legitimate expression, disproportionately affect marginalized communities, and lack the procedural safeguards 

required by constitutional doctrine [7, 15, 16]. The evidence from Khan [15] on the continued misuse of Section 66A even 

after its striking down by the Supreme Court is particularly telling, as it illustrates how legal provisions can persist in 
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practice despite being declared unconstitutional, creating a de facto regime of censorship that operates outside the bounds 

of judicial oversight. This finding resonates with the broader literature on the chilling effects of vague and overbroad laws, 

which suggests that the mere existence of such provisions can deter individuals from engaging in protected speech, thereby 

shrinking the public sphere in ways that are difficult to measure but profoundly consequential for democratic deliberation. 

The implications of these findings for democratic discourse in India are profound and multifaceted. The evidence from 

Jegannath [11] on the impact of algorithmic influence and artificial intelligence on electoral democracy suggests that the 

regulatory challenges extend beyond the traditional concerns of state censorship to encompass the more subtle and 

pervasive effects of platform architecture on political communication. The study demonstrates how misinformation, 

deepfakes, and micro-targeted political advertising can undermine informed consent and distort political competition, raising 

fundamental questions about the adequacy of existing legal frameworks to address the unique challenges of the digital age. 

This finding has significant practical implications for policymakers, who must grapple with the need to regulate platform 

behavior without resorting to the kind of overbroad state censorship that the evidence consistently shows is 

counterproductive. The recommendation from [15] to establish independent fact-checking bodies and embed judicial 

oversight in content takedown processes offers a potential pathway forward, but the evidence also suggests that such 

mechanisms must be designed with careful attention to transparency, accountability, and proportionality to avoid replicating 

the problems they are intended to solve. 

The implications for marginalized communities, particularly feminist and LGBTQIA+ voices, are equally concerning. The 

evidence from Atrey et al. [7] demonstrates that both state regulation and platform governance can disproportionately 

restrict gendered expression and reproduce structural inequalities, creating a digital environment where the most 

vulnerable users face the greatest barriers to free expression. This finding is consistent with the broader literature on 

algorithmic bias and digital inequality, which has shown that content moderation systems often reflect and amplify existing 

social hierarchies [7]. The practical implication of this finding is that any reform of the regulatory framework must be 

attentive to the differential impacts of speech regulation on different communities, and must incorporate mechanisms for 

ensuring that the voices of marginalized groups are not silenced in the name of protecting public order or combating 

disinformation. The evidence from Srivastava & Shrivastava [18] on the co-regulatory framework for OTT platforms further 

underscores this point, as the study finds that the lack of clarity in regulations and the uneven application of self-regulation 

create doubts about indirect self-censorship, which can have a particularly chilling effect on content that challenges 

dominant social norms. 

 

CONCLUSION 

This systematic review synthesized the existing scholarly evidence on the role of freedom of speech in modern digital media 

in India, addressing how this fundamental right is conceptualized, regulated, and experienced within a rapidly evolving digital 

ecosystem. The core findings reveal a deeply contested terrain where constitutional guarantees under Article 19(1)(a) are 

continuously negotiated against state regulatory ambitions and platform governance mechanisms. The evidence consistently 

demonstrates that legal frameworks, particularly the Information Technology Rules of 2021, generate overbroad 

restrictions, opaque blocking orders, and chilling effects that paradoxically undermine the democratic processes they 

purport to protect. Furthermore, algorithmic content moderation and platform policies disproportionately affect 

marginalized communities, reproducing structural inequalities that contradict the constitutional promise of equality and 

dignity. The theoretical contribution of this review lies in its synthesis of a fragmented interdisciplinary literature, revealing 

how the tripartite tension between state authority, platform power, and user rights creates a multi-layered system of 

speech governance that challenges traditional binary models of censorship. The practical implications are equally significant, 

suggesting that current regulatory approaches require fundamental reform to align with constitutional proportionality 

doctrine and international human rights standards. Future research must prioritize empirical studies on user experiences, 

particularly among vulnerable communities, longitudinal analyses of regulatory impacts, and investigations into transparent 

and accountable alternative governance models. The evidence base remains nascent and fragmented, underscoring the 

urgent need for sustained interdisciplinary inquiry to inform evidence-based policy and protect democratic discourse in 

India's digital public sphere. 
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